Scientific Visualization, 2019, volume 11, number 2, pages 99 - 99, DOI: 10.26583/sv.11.2.08

Hcrosb30BaHie METOA0B BU3YAJTbHOU aHAJTUTUKHY IS
NOJIyYeHUA KOMILIEKCHOIO IOKa3aTeJjis KadyecTBa
OnoMeTpHUEeCKOU ayTeHTU(PUKAIUU C UCIIOJIHb30BaHUEM
MeXaHUu3Ma KeCTOBOU MaHUILYIAIUU

I0.E. Kosznos
®uHaHCOBBIN YHUBEPCUTET IIPU IIpaBuTEIbCcTBe Poccuiickoit @eneparmu, Mockpa, Poccus

ORCID: 0000-0002-4448-0232, kozlovye@yandex.ru

AnHoTanusa

[IpumeHeHne MyJIBTUMOJIAJIBHBIX METOJINK ayTeHTU(MUKAINU B MOOWIBHBIX IIPUJIONKE-
HUSX, UCIIOJIB3YIOIIUX B CBOEN paboTe HECKOJIPKO B3aUMOYBS3aHHBIX IIapaMeTpOB, TpeOyeT
U3y4YEHUs UX C TOYKHU 3peHus HazexkHocTh. OTHUM U3 PacIpPOCTPAHEHHBIX CIIOCOOOB OIpe-
JleJIEHU S XapaKTePUCTUK TaKUX METOJIUK SIBJISIETCA OIpeiesieHHe ONO0K IEPBOTO U BTOPOTO
poJZia, a TakKe IIOJIydeHHe KOMIUJIEKCHOTO IIOKasaTesisl KauecTBa, KOTOpOe MOKHO OIpejie-
JINTH TPU BU3yaJIM3allMU KOMIIpOMUCcca MexAy omubkamu mepsoro poga (FRR) u omubka-
mu BToporo poxaa (FAR).

CosmecTtHOe ntocTpoeHue rpadukos 3asucuMoctd FRR u FAR ot 3Hauenus nopora Bo3-
MOKHO JIMIIb € UCIOJIb30BAHUEM KOMIIBIOTEDHOTO MOJIEJIMPOBAHUS U WHCTPYMEHTOB BU3Y-
aJIbHOU aHAJIUTHUKH, ITO3BOJIAIONINX HATJIAAHO YOETUThCA B MIPABUJILHOCTH C/IEJTaHHBIX BHIBO-
710B. TpaguIioHHO /111 GMOMETPUYECKUX CUCTEM ayTeHTU(UKAIINU, UMEIOIINX BEPOATHOCT-
HbIE IT0KAa3aTeIN HAJIEXKHOCTH, TApAMETPOM, XapaKTEPUIYIOIUM KOMILIEKCHBIN ITOKa3aTes b
KauyecTBa, SABJIsAETCSA paBHBIN ypoBeHb omubOok (EER), pacmosararomuiics Ha mepecedyeHUN
kpuBbIX FRR u FAR.

B HacrosIell craThe IMpeJIOKEHO HCCIIe/IOBaHME, MO3BOJIMBINEE HATJISITHO CPABHUTH
3(pPEeKTUBHOCTD PsA/la AITOPUTMOB IIPU MPOBEAEHUHN TPOIEAYPHI ayTeHTH(UKAIINY, U OIIpe-
JIeJINTh HamOoJiee BHITO/IHbIE U3 HUX C TOYKU 3PEHUs HAJIEXKHOCTU NMPUMEHUTENHHO K OHo-
MEeTPUUYECKOU ayTeHTU(MHUKAIUYA B MOOWIBHBIX MIPUJIOKEHUAX IPU MMOMOIIA MEeXaHU3Ma JKe-
CTOBOU MaHUITYJIALNU.

KaroueBsbie ci1oBa: noanuck B Bosayxe, MT/III, noanuch, HOCUMOe yCTPONCTBO, ayTeH-
TUpUKAITAA.

1. BBeneHue

Hapsiay ¢ TpaguIMOHHBIMH OHMOMETPHUUYECKHMMH CHCTEMAaMH ayTeHTU(MUKAIUH, IIHPOKO
pacrpocTpaHEeHHBIMU B MOOMJIBHBIX MPUJIOKEHUAX, TAKUMU KaK: ayTeHTHU(MUKAIHUSA 110 OTIIe-
YaTKy HaJblia, 1o (opMe JIMIIA UK 10 PEYEBBIM XapaKTEPUCTUKAM, ITOSBJISTIOTCSI HOBBIE Me-
TOJAUKH, UCIOJIb3YIOINE WHbIEe OMOMETPUUECKHE IMPU3HAKH. JTO CBSA3aHO, IPEXK/IE BCETO, C
yBeJIMUEHHEM YHCJIa COODIIEHNH O B3JI0MaX OMOMETPUYECKUX cucTeM. IIpobeMbl OnoMeT-
PUH BBI3BaHBI HECOBEPIIIEHCTBOM TEXHOJIOTUIH M CBOMCTBAMH METOUK, JAEIAIOIUMH UX Ys3-
BUMBIMU [1-4]:

- OoMeTpUYeCcKHe MPU3HAKHN HE CEKPETHBI M MOTYT OBITH CKOITMPOBAHBI;

- bnomMeTpUYeCcKHe MPU3HAKU HEBO3MOXKHO 3aMEHUTH (HAampuMep, Heb3s 3aMEeHUTh PU-
CYHOK OTIeYaTKa IaIbIla WX PUCYHOK PaJIy>KHOI 000JI0UKH IJ1a3a);

- QJITOPUTMBI 00PaOOTKH OMOMETPUUECKUX IMPU3HAKOB HE ABJIAIOTCA TAWHOW U SIBJISIOTCS
00IIIeOCTYITHBIMH.

Cpenu MeTOaUK, YaCTUYHO MAPUPYIONIUX JaHHBIE HEJIOCTATKH, MOXKHO BBIJIEJTUTH METO/IH-
KU ayTeHTU(HUKAIUU C IIOMOIIb KECTOBBIX MAHUITYAAIUH. CyTh 3TUX METOAUK B TOM, YTO
OMOMETPUUECKMMY MMPU3HAKAMHU SIBJISIIOTCS JKECTBI, PETUCTPUPYEMbIE AKCEJIEPOMETPOM WU
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rupockornom cmaptdoHa, puTHec OpacyieTa, yMHBIX YaCOB MU HECKOJIBKUMU YCTPOUCTBAMU
OTHOBPEMEHHO [5-7].

B nmaHHOUW cTaThe paccMaTpUBAeTCs METOAUKA OHOMETPUUYECKOH MYyJIbTHMOIATbHOMN
ayTeHTU(UKALMU C UCII0JIb30BAaHUEM CIIEIMAJIBHOIO KECTa B BO3/lyXe, BBIIIOJHAEMOTO OJ-
HUM WIN HECKOJIbKUMHU MOOMJIBHBIMH YCTPOUCTBAMU OJTHOBPEMEHHO (flajiee - MEXaHU3M JKe-
CTOBOM MaHUIIy/IAIUN). B KauecTBe OMOMETPUUECKOTO MIPU3HAKA ayTEHTU(DUKALIINU CITY>KUT
JKECT, BRIODAaHHBIA B KaUueCcTBE 3TAJIOHA W MIOPOTOBBIE 3HAUEHUA (MEPHI CXOXKECTH), IIPU IIpe-
BBIIIIEHUH KOTOPBIX KECT OyZleT MMPU3HAH HECOOTBETCTBYIOIIUM 3TasIoHy. COBOKYITHOCTDb BTHX
JIAaHHBIX Ha3BaHA MYJIbTUMOJAJIBHON TpPeXMepHON JAWHAMHUYECKOU IOAIHCHI0 (mamee -
MT/II) [8, 9]. Perucrpamus »kecTta MHPOBOAUTCSA aKCEJIEPOMETPAMHU JBYX YCTPOHCTB —
cMaptdoHA U YMHBIX 9aCOB, B3aMMO/IEHCTBYIOMINX APYT € APYTOM IIpU IOMOIIU HHTepdeiica
bluetooth.

Oco6eHHOCThIO JAHHOU METOAUKHU ABJIsieTcs hUKcaIus M0JIb30BaTeIeM MOMEHTa Havasa
U OKOHUAHMA ’KecTa. ITO peajnsyeTrcs yAep:KaHUeM KHOIKH TPDOMKOCTH WJIM KHOIIKM Ha
5KpaHe cMapT(dOHA BO BpeM: BBINOJHEHUA KecTa. [I[puMeHeHMe TaHHOIO MeXaHu3Ma U3-
OaBJIsIeT OT HEOOXOAMMOCTHU BBIJIEJIATH HYKHYIO HH(POPMAIUIO U3 TOTOKA JIAHHBIX.

[IpenmyectBo metoguku MT/III B coueTaHnU Tpex THUIIOB ayTeHTU(UKAIUN:

— YTO I10JIb30BaTe b UMeeT (YMHBIE YaCchl MOXKHO PacCMaTPUBATh, B KAUECTBE TOKEHA);

— YTO I10JIb30BaTeJIb 3HaeT (3kecT HeoOX0MMO IIOMHHUTD);

— YTO eCTh CaM I10JIb30BaTeJIb (3KECTHI COZlEPKAT OMOMETPUUECKHE OCOOEHHOCTHU JKECTUKY-
JISIIIUY YeJIOBEKA, 110 AaHAJIOTUH C PYKOITMCHOM ITO/IIHUCHIO).

JlaHHas MeTOoAMKa MMeEET ellle /iBa IpeuMylllecTBa — JIETKas CMeHa OHOMETPHUYecKOro
nneHTuduKaropa (?kecta) 1 BO3MOKHOCTH ITPOBOAUTD ayTEHTU(PUKAIIAIO CKPBITHO B JIIOHOM
MecTe, eCJT BbIOPaH KeCT THITHYHBIN 151 OOBIYHOTO ITOBE/IEHUs YeJIOBEKA.

OcHOBHa LesIb CTaThU - HAIJIAAHO OIEeHUTH 3(P(PEKTUBHOCTh AJITOPUTMOB, KOTOPbIE MOLYT
OBITh UCIIOJIB30BAHBI 1A UeHTUGuKauu npu nomortu MT/III. biarogaps Busyaausanuu
MOXKHO BHUJIETh JUHAMUKY PabOThI TOTO WM MHOTO aJITOPUTMA IPU U3MEHEHUH IOpOora, YTOo
ObIBaeT BAXKHO MPU MIPUHATUU PEIIeHUs 00 ero NCIOJIb30BaHUH.

OnHOBpeMeHHas BU3yalIn3alus Bcero ob6bemMa IOMBITOK ayTeHTHU(UKAIUHN I103BOJISIET
HarJIAHO yOeUThCcsl B OTCYTCTBHUM SBHBIX OIIMOOK MOJeJIUPOBaHUA WM cOOpa JaHHBIX.
Hanpumep, Heo60CHOBaHHBIE BRIOPOCHI HJTH ITPOBAJIBI 3aCTABAT 33[yMaThCsl 00 UX MMPUPOJIE U
MOATOJIKHYT K aHAIN3Y UX NOosABJIeHUsA. Takue sABJIeHUs, XOPOIIIO 3aMeTHble HAa PUCYHKE, MO-
ryT OBITh HE 3aMeYeHbl MPU APYroil popme oTOOpaKeHUs pe3ysbTaTa, HalpuMep, Tabimy-
HOM.

Kpome Toro, Mmarepuasbl JaHHOU CTaThU JOJIXKHBI JIeub B OCHOBY HAaCTPOUKH CHCTEMBI yUe-
Ta u KoHTposA focryna (CKY/), ucnonwsyromyto Meroauky MT/II. AHanusupysa nmokasaH-
HbIE B CTaThe IpadUKH, MOXKHO OyZET UMETh OPUEHTUPOBOYHYIO OLIEHKY OIMUOOK MEPBOTO U
BTOPOT'O POZia IIPU ONpeZIeIEHHOM IIOPOTe.

2 AyreHTHdUKaAIIUA IIPU IIOMOIIMH MeXaHH3Ma KEeCTOBOU
MAaHUILYJIAIAU

JlaHHBIE aKceIepOMeTPOB YMHBIX YacOB U cMapT@OHa - 3TO IIECTh BPEMEHHBIX PSAOB,
KaKJbIU U3 KOTOPBIX XPAHUT 3HAUEHUs YCKOPEHUU 110 0JTHOM U3 Ocell - TpU BpEMEHHBIX PsAia
It cMapTgoHa U TPU BPeMEHHBIX PAJia JJIs 4acoB. TAJOHHBIN KeCT TaKKe XPAaHUTCA Kak
IIIECTh BPEMEHHBIX PSAOB.

[Ipu onmpoboBaHUM METOIMKH OBLT pa3paboTaH MaKeT, MO3BOJISIONINN COXPAHATD JaHHbIE
MIOIBITOK ayTeHTU(UKAIIHH.

MakeT 103BOJIWI OIPOO0OBaTh METOAUKY Ha TPYIIIIE JIIOAeH U HabpaTh TaHHbBIE JIJIA IOCIe-
JIyIOIIer0 aHaau3a. B ocHOBe paboOThl MakeTa ObLI 3aJI0KEH aJITOPUTM JUHAMUYECKOU
Tpanchopmanuu mkasasl BpemeHu DTW, onpezienisgomuil Mepy CX0KeCTU MEXKAY 3TaT0HOM
¥ BOCIIPOM3BE/IEHHBIM JKECTOM. YPOBEHB IIOPOTOB OIPEJIEISIC KaK MAaKCUMAaJIbHOE PacCcTo-
sTHUE, TIOJIy9eHHOE U3 TIATHU MOMBITOK BOCIIPOU3BEEHUSA KECTA.



IKCIIEPUMEHT MOKa3aJI, YTO YPOBEHD IIOPOTOB CUJIBHO PA3HUTCS B 3aBUCUMOCTH OT UHTEH-
CUBHOCTHU (aKTUBHOCTH) U JJTUTEJTBHOCTH 2KecTa. Ecsin 0ToOpa3uTh 0 OCH OPAUHAT PacCTOsI-
HUS MEXKAY 9TaJIOHOM U CJIeJIAHHBIM JKECTOM JIJIsI YMHBIX YacoB, a II0 OCU a0CITiCC paccTosi-
HUA 771 cMapT¢OoHa, MbI ITOJIyYUM pacIpe/ieJIeHUs] MOMBITOK ayTeHTU(HUKAIINK HA IJIOCKO-
CTH.

Heob6x01mMO OTMETHUTD, YTO MAKET IIPEATIOIATAI 10 TPEX IOMBITOK /IJIA ayTeHTU(UKAIHH.
MopenupoBaHUe TaK¥Ke IIPEAII0Iaraio 0 TPEX MONBITOK. EC/IU 3a TPH MOIBITKU CHCTEME HE
MIPEbABIISJICS KECT Y/IOBJIETBOPSAIONIUM ITOpOTaM, ayTeHTU(UKAIMA CUNTANach He IPOWM-
JICHHOMH.

Busyasmsanus MONBITOK ayTeHTU(DUKAIUN JJIsI CIOKOMHOTO W WHTEHCHUBHOTO >KECTOB
IIpe/iCTaBJIEHA PUC 1.
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Puc. 1. - Pacnipeziesienre nonbITOK ayTeHTU(UKAUU. BepTukaibHada yepra — IOPOT cpa-
OaTeiBaHUs 1A TesedoHa. ['opus3oHTasIbHAA YepTa — MOPOT cpabdaThIBaHUA JJIsI YMHBIX Ya-
coB. Kpy:kkoM 00OB€/IeHBI ITOMIBITKH, OTCEUEHHBIE IIOPOTOM TOJIBKO OJJHOTO YCTPOMCTBA.

W3 pucyHKa BUIHO, UTO 3HaUeHUe TOPOTrOB OTJIMYAIOTCA MOYTH B 10 pa3, U YeM UHTEHCUB-
Hee JKecCT, TeM 0oJibllle uncieHHoe 3HaueHue nopora MT/III. JlaHHBIN PHUCYHOK He IT03BOJISET
cZiesiaTh BBIBOJI, YTO OFUH M3 KECTOB MeHee HaJIesKeH, YeM JIPYTOH, a JIUIIb WJLTIOCTPUPYET
y/lauHble U Hey/lauHble ayTeHTU(UKAIINY T10JIb30BaTeA.

FRR (False Rejection Rate — oTka3s B ayTeHTH(hHUKAIIMH BEPHOMY II0JIb30BaTEJIIO) - OIITHOKA
IIEPBOTO POJIa /I 000X KecToB ObLIa paBHA HyJO. I mEpPBOTO JKecTa ceaHo 154 Io-
IBITKH, a JIJIsI BTOPOTO 389 MOMBITOK ayTeHTHUKAIUY (Kak ObLIO CKa3aHO BBIIIIE, ayTEHTHU-
dukanus 1aet noJjab30BaTENIO [0 TPEX MOMBITOK).

JI71 ToJydeHus JIy4dIlero IpeCcTaBjIeHnus 0 HaJe?KHOCTU OBLIIO IMIPOBEAEHO MOJEIUPOBa-
HUe IS BU3yanusanuu omubku Broporo poga FAR (False Acceptence Rate - mpunsiTue uy-
JKOTO 2KecTa 3a cBoi). Jlyisa aToro monbiTku /it mabIX MT/II, ipencraBieHHBIX B Oa3e, ObLIN
HCIIOJIb30BAHBI B KaUeCTBe MOIBITOK ayTeHTHGUKauu. Ha puc. 2 — BU3yasausaus MomnbITOK
ayTeHTU(PUKAIUY IPU TOMOIIU APYTUX KECTOB.
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Puc. 2. PacpeziesieHre IONBITOK ayTeHTU(DUKAIIUH ITPU ITOMOIIYA UHBIX YKECTOB

ITo pesynbpTaTaM MOJIeJIMPOBAHUS BapHUAHT a) IMPOIYCTHJI OJIHY HEBEPHYIO ayTeHTU(UKA-
IIUIO U3 10777 MOIBITOK, BApUAHT 0) He MPOITyCTUJI HUA OJHOM 13 840 IMOIBITOK, UTO TO3BOJISET
TOBOPUTH O MIpUEMJIEMON HaziesKHOCTH 00omx BapuaHToB MT/III, omHAKO PUCYHKHU 1 U 2 HE
JAI0T JI0OCTATOYHO MHMOPMAIUKM O MPABUJIBHOCTH BBIOPAHHOTO QJITOPUTMA U HAJAEKHOCTH
METO/MKH B 11esIoM. J1J1 TOro YTOOBI eIaTh BHIBOABI HEOOXOAUMO ellle MPEeCTABIIATh JUHA-
MuKy udmeneHui omub6ok FAR u FRR B 3aBHUCHMOCTH OT BBHIOPAHHOTO ITOPOTA, a TAaK)Ke 3Ha-
YyeHHe PAaBHOTO YPOBHS OIIHUOOK.

3. CpaBHI/ITEJIIJHa}I OII€CHKAa KauvecrBa a/JirOpumrMoOB HIACH-
TI/I(I)I/IKaI_lI/II/I C IDMMCHCHHUECM BH3yaJIbHOﬁ AHAJIHUTHKHN

BripaboTka mOpOroB yKa3aHHBIM BBIIIIE CIIOCOOOM HE JIOMYCKAeT UX KOPPEKTUPOBKH U U3-
MEHEHUs COOTHOIIEHUH OMIMOOK MePBOro U BTOPOro poaa. Kpome Toro, iy MOJTHOIEHHOTO
HCCJIeIOBAHUA CJIeflyeT CPaBHUTH 3(P(PEeKTUBHOCTh MU3BECTHBIX aJITOPUTMOB, MO3BOJIAIOIIUX
OCYIIEeCTBJIATD ayTeHTU(PUKAIUIO.

CpaBHeHUsI KauecTBa pPabOThI HECKOJIBKUX QJITOPUTMOB C TOYKH 3PDEHHUSA HAJIEKHOCTH
MOXKHO TIpoBecTH, ompezenuB omubku FAR u FRR, a Takke, onpenesuB paBHbIA YPOBEHD
omn6ok EER (equal error rate), KOTOpBIH MOKHO CUMTATh KOMILIEKCHBIM ITOKA3aTeJIeM Kaue-
cTBa /11 OMOMETPUYECKUX CHUCTEM ayTeHTU(PUKAIIHH.

B craTtbe paccMOTpeHBI [AEBATH JITOPUTMOB CPaBHEHUA, MO3BOJIAIIINX IIOJIYYUTh MeEpy
CXO’KECTH - 0003HAUNM €€ KaK Z, JJIsl BDeMEHHBIX PSIZI0B X=X1...Xn U Y=Y1...ym. /I IPOXO0OK-
JIeHUsl aJITOPUTMA ayTeHTU(UKAIINU TPEOYETCA MOJIyIUTh IIIECTh MeP CX0XKeCTH (JIJIs1 KaXKI0u
HceIelyeMOU OCH) ¥ CPAaBHUTD UX C TIOPOTOM.

OtnnuutesbHOU 0COOEHHOCTBIO METO/IUKY ayTeHTU(UKAIIUY ¢ IIOMOIIBI0 MeXaHU3Ma Ke-
CTOBOY MAHUITYJISIIINU SBJISIETCS HEOOXOAUMOCTh UH/IMBU/IyJIbHON YCTAHOBKH MIOPOTOB B 32-
BHCHUMOCTH OT CJIOKHOCTH K€ECTa, CJIeJ0BaTeJIbHO, HagexxHocTh U om0k FAR u FRR, Takxke
OyIyT 3aBHCETH OT CJIOXKHOCTH KecTa. [Ipu 3TOM CI03KHOCTB 2KecTa JiIsi cMapTdOHA U YMHBIX
YacoB OyZleT pa3JIMIHOH - B ?KEeCTe YUACTBYIOT JBHKEHUS 3aIACTHEM, IIPEIIEYbeM U KHUCTHIO
PYKH, IIO3TOMY Ha Ka)KJOM PHCYHKe IpeZicTaBjeHbl TpaUKHU OTAEeJbHO A cMapTdoHa U
JULA YMHBIX 4acoB.

IIpu npaBusibHOUM ycTaHOBKe mopora ypoBeHb EER s MT/II OGyneTr He Bblllle MUHU-
MaJIbHOTO U3 HUX. OZHOBPEMEHHO pas/iesibHble IpadUKU MO3BOJIAKT OLEHUTh HA/IEXKHOCTh
ayTeHTU(PHUKAIUY TOJIBKO OJITHUM U3 YCTPOUCTB.

Bcero B MozieTMpoBaHUM Y4acTBOBAJIO 1229 peayIbHbIX MONBITOK ayTeHTUDUKAIUMN A1 8
MT/AII, BbIIIOJTHEHHBIX Pa3HbIMU JIIOABMU. Ha OCHOBE 3TUX IIONBITOK /I KAXK/A0TO aJITOPUT-



Ma CMOJIEJTUPOBAHO 6,1X107 TMOIMBITOK AJs Busyanuszanuu kKpuBoid FRR u 4,3x108 mombITOK
JULsT BU3yanusanuu KpuBod FAR.

MojiestmpoBaHUe IPEJIIOJIATAIO JUHEWHOE YBEJIUUEHHE MTOpora TaKUM 00pa3oM, YTOObI
HanboJiee HATJIAAHO 0TOOpa3uTh Ha rpaduke nepeceuernre FRR u FAR.

I'paduku FAR u FRR, aHasioruuHble MOKa3aHHBIM HIKE, ObLIN HOJIYYEHBI JJIS1 BCEX BOCh-
vu MT/II. B craTbe mpeAcTaBIeHBI ABA TUIIMYHBIX CIIydas — KECT C BBICOKOU HaZ[e?KHOCTHIO
(MHTEHCUBHBIH KeCT - CyMMa MOAYyJIel yCKOPEHUH IO BCEM OCSIM OKOJIO 15000 YV.€., IPU 3TOM
13 TOKa3aHWW He yOHpasiach T'PaBUTAIMOHHAS COCTABJISIONMIASA) M CJIa00OH HaEeKHOCTHIO
(CIIOKOHHBIH 7KECT - CyMMa MOAYJIed YCKOPEHUH 110 BCEM OCSIM OKO0JIO 1500 y.e.). [Togpo6HOo 0
HAXOXKJIEHUM CYMMBI MOJyJIE YCKOPEHHU U3JI0KeHO B cTaThe «Iloaxoipl K ompeiesieHrIo
HA/IE’KHOCTH MYJIBTUMOJIAJTBHOU TPEXMEPHOUN JUHAMUYECKOU MOATIHUCH» [9].

JIJ1s1 IEpBBIX IIECTH AJITOPUTMOB Pa3MEPHOCTh BXOJHBIX JAHHBIX JIOJKHA OBITh OWHAKO-
Ba, JIJIA UX PabOThI BXOJAHOU cUTHAI Y 00pe3asics WU JOIOJTHSAJICA ITOCAETHUM U3 3HAYEHUN
— ym IIOKa pa3MePHOCTH Y HE CTAHOBWJIACh PAaBHOU 5TaJIOHY X.

1 Paccrosine EBximza z = /YL, (x; — yi)?.

Ha puc. 3 npeacrasiiens! 3aBucumoct omr6ok FRR u FAR ot mopora u ypoensr EER
IIPY UCII0JIb30BAaHUU paccTosiHUA EBKInAA /1A ayTeHTUUKAITUH.
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Puc. 3. FRR, FAR u EER ymHbIx uacoB (kpacHble rpadukn) u cmaptdoHa (cuaue rpadu-
KH) IIPY UCIIOJIb30BAaHUU ajroputMma EBkinza

2
2 KBagpartuuHoe paccrosguue Epxmmaa z = )i, (X — yi)°.

Ha puc. 4 npeacrasnens! 3apucumoctu omubok FRR u FAR ot mopora u ypoBerbr EER
IIPYU UCIIOJIb30BAHUM KB/IPaTUYHOIO paccTosaHuA EBkinza g ayrTeHTUQUKAIAN.
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Puc. 4. FRR, FAR u EER ymubIX yacoB (kpacHble rpaduku) u cmapTdoHa (cuHue rpadu-
KH) IIPU HUCIIOJIb30BAaHUU KBaJ[PATHYHOTO PacCTosiHUA EBrina

3 PaccrosiHre TOPOJICKUX KBApPTaJIOB Z = Y1 [x; — y;l.

Ha puc. 5 npezacrasiensl 3apucumoctd omn6ok FRR u FAR ot nmopora u ypoBenb EER
IIPYU UCIIOJIb30BAHUM PACCTOSAHUSA F'OPOJICKUX KBAPTAJIOB B ayTeHTU(UKALVH.
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a) CIIOKOMHBIN KeCT 0) HHTEHCUBHBIH 3KECT
Puc. 5. FRR, FAR u EER ymHbIX yacoB (kpacHble rpaduku) u cmaptdona (cuaue rpadpu-
KH) IIPU UCIIOJIb30BAaHUU PACCTOSHUA TOPOJCKUX KBAPTAIOB

4 Paccrosanue Yebblmesa z = max;—1_,{|x; — y;1}.

Ha puc. 6 mpezacrasiens! 3aBucumocTtu omubok FRR u FAR ot mopora u ypoBerb EER
IIPU UCIIOJIb30BAaHUU paccTossHUA YeOblieBa /i ayTeHTU(PUKAIUH.
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Puc. 6. FRR, FAR u EER ymHubIX uacoB (kpacHble rpaduku) u cmaptdoHa (cuHue rpadu-
KH) IIPU HUCIIOJIb30BAaHUU paccTossHuA YeOnIteBa

5 KocuHycHOe paccTosiHre — /1J1d BpeMeHHBIX PAZ0B 3TO Mepa CXO/CTBA, KOTOPAsA UCIIOJIb-

3yeTcs IS U3MepeHHUs KOCHHyca yrjia Mexkay HuMu. Mepa moKasbIBaeT XOpoIiyio 3¢ dek-
THBHOCTH B 00paboTKe n3obpakeHuit [10] (1):

n
Yi=1 Xi XVi

°T JELae? x (S,

(1),

Ha puc. 7 npeacrasiensl 3aBucumoctu omrbok FRR u FAR ot mopora u yposensr EER
IIPU UCII0JIb30BAHUN KOCUHYCHOU Mepbl CXO/CTBA /11 ayTeHTU(DUKALIUY.
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Puc. 7. FRR, FAR u EER ymHbIX yacoB (kpacHble rpaduku) u cmaprgoHa (cunue rpadu-
KH) IIPU HUCIIOJIb30BAaHUU KOCUHYCHOTO PACCTOSTHUSA

6 KoppensnuoHnHoe paccTosiHueE (3):

_ IEX-X)(-Y)
JIX-X)23(Y-Y)? ),
n

-1 Yi - cpeAHee 3HaUeHUe BPEMEHHOTO psA/a.

7 =

v _ 1lon g _1
rz[eX—;ZizlxiHY—;

Ha puc. 8 npencrasnenst 3aBucumoctu omubok FRR u FAR ot nmopora u ypoBenb EER
IIPU UCIIOJIb30BAHUM KOPPEIAIMOHHOTO PACCTOSHUA JJIs1 ayTeHTUDUKAITUN.
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Puc. 8. FRR, FAR u EER ymubIX yacoB (kpacHble rpadukn) u cmapTdona (cunue rpadpu-

KH) IIPU UCIIOJIb30BAHUU KOPPEIAIMOHHOTO PACCTOSHUS

[Tocneguue Tpu ajaropuTMa SBJAIOTCA BapuaHTamMu anropurmMa DTW (mumHamMudeckou
Tpa"nchopmanuu mkasibl BpemeHn). OcobeHHocTs anrroputMoB DTW B ToM, 4TO /115 TIpOBe-
JleHUsI BBIYHCIIEHNY He TpeOyeTcss HOpMaU3allii BXOAHBIX JAHHBIX.

Anroputmbl DTW, HecMoTps Ha 60Jiblliee KOJIUYECTBO BBIUMCJIEHUN IO CPAaBHEHUIO C
IpeAbIIYIIUMH, OY€Hb YaCTO UCIIOIb3YeTCA JJIA MOJy4YeHUA Mepbl CX0:KeCTH BPeMeHHBIX PH-
noB. Kpome Toro, CyiiecTBYIOT MOANGMUKAIUYA IO3BOJIAIOIINE MOBBICUTH €r0 OBICTPOEH-
CTBHUE, YTO OCOOEHHO BAXKHO JJIs CMapTHOHOB, UMEIOIINX HEe OUE€Hb BHICOKHUE BHIUNCIUTEIb-
HbIe MOIIHOCTH [11].

7 AnroputM DTW, uCIIOZB3yIONIUN /1J11 IOCTPOEHUA MaTPUIIbl PACCTOSHUU pacCTOSHUE

ZE:l d(Wh)
K

EBximza: z = min , rie K - mmna myTtu, a d(wn)=(xi-yj)2 a/ieMeHT myt [12].

Ha puc. 9 mpezacrasiensl 3asucumoct omnbok FRR u FAR ot mopora u yposensr EER
IIPU HUCHOJIb30BAaHUU /I ayTeHTU(UKanuu ajaropurMa DTW, HCIIOJB3YIOMIEro paccTossHue
EBksuia 7j11 mocTpoeHus MaTPUILbl PACCTOSAHUM.
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Puc. 9. FRR, FAR u EER ymHbIX yacoB (kpacHble rpadukn) u cmapTdona (cuHue rpadu-
KH) IIPU UCIIOJIb30BaHUU ajiroputMa DTW, ucnossadyromuii pacctosinue EBkinia fy1st mo-
CTPOEHUS MAaTPUIIbI PACCTOSIHUMN



8 AsiroputM DTW HCHOJIB3YIOIMIME 151 IIOCTPOEHUST MaTPUIThI PACCTOSHUM KBajipaT pac-
. K .d
crogHua EBximza: z = min {W} , tme K - mymHa mytH, a d(wh)=(Xi-yj)2 2JIEMEHT ITyTH
(puc. 10).

Ha puc. 10 npezacrasiens! 3apucumoctu omubok FRR 1 FAR ot mopora u yposenb EER

[IPY UCIIOJIb30BAHUU JJ1d ayTeHTUPUuKanuu aaroputma DTW, ncnosb3yolero KBaipar pac-
crosiHusA EBKIMA /715 TIOCTPOEHMS MAaTPHUIIBI PACCTOSTHUM.
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Puc. 10. FRR, FAR u EER ymHbIX yacoB (kpacHble rpadukn) u cmaptdona (cuaue rpadu-
KH) IIPY UCIIOJIb30BaHUU anroputmMa DTW, UCIIOIb3YIONUH JJ1s TOCTPOEHUS MAaTPHUIIBI pac-
CTOSTHUM KBaj[paT paccrosinusa EBkiuga

9 Asiroput™m DTW ucnosb3yromuil 11 IOCTPOEHU MaTPUILbl PACCTOSHUIN aJTOPUTM TO-

. (EE_,d
POJICKHX KBApTaJIOB Z = min {W} , Te K - pmmna myTH, a d(wh)=|Xi-yj| 271eMeHT myTH.

Ha puc. 11 npexacrasiens 3aBucumocté omnbok FRR u FAR ot mopora u ypoBeab EER
IIPU HUCHOJIBb30BaHUU Ui ayreHTUUKanuu aiaropurma DTW, mcnosbp3ymoomiero ajaroputM
TOPOZICKUX KBAPTAJIOB JIJIs1 IOCTPOEHUS MaTPUIIbl PACCTOSHUM.
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Puc. 11. FRR, FAR u EER ymHbIX uacoB (kpacHble rpaduku) u cmapTdoHa (cuHue rpadu-
KH) IIPU KCII0JIb30BaHUU ajiroputMa DTW, ucnosib3yomuii paccTosiHIE TOPOICKUX KBapTa-
JIOB JIJ11 IOCTPOEHUSI MAaTPUIIbl PACCTOSHUN



B Tabsmne 1 mpeacTaBieHbl 0000OIIEHHBIE PE3YJIHTAThl ITPOBEAEHHOTO MOIETMPOBAHUS
g nsyx MT/II.

Tabsuna 1
No AJjiroputm EER cnokoiiHoro skecta | EER nHTEeHCHBHOTrO JKecta
I cMapTdOH, | YMHBIE Ya- cMapTdOH, YMHBIE
% cbl, % % gacel, %

1 Paccrosgane EBkania 57,4 66,7 28,6 11,7
KBaspatuunoe paccro- 80,3 56,9 28,7 10,3
saHue EBxnnga

3 | Paccrosinne rOpOACKUX 70,7 58,4 36,7 7,9
KBapTaJIOB

4 | Paccrosaue YebObIieBa 82,7 60,4 28 7,6

5 | KocunycHoe paccros- 24,2 16,3 25,4 14,7
HUE

6 | KoppensanuonHoe pac- 25,4 14,7 30,6 11
CTOsIHUE

7 | DTW ¢ ucnojb30BaHU- 8,6 2,6 1,1 0,36
eM asiroputma EBkinga

8 | DTW c wucnosp30BaHH- 7,6 2,1 0,36 0,71
€M KBajipaTa aJiropuTMa
EBrinza

9 | DTW c¢ ucnoap3oBaHU- 8,6 2,6 1,1 0,36
€M aJITOpuTMa TOpOoA-
CKUX KBAapTaJIOB

1 asiropuTmMoB 1-6 IpUMeEHeHHe allPOKCUMAIlUH, JAI0Iel paBHOMEPHOE PACTAKeHHNe
WIN CKaTHe BXOJHOTO CUTHAJIA, BEPOSTHO, JAJIO OBI JIydllle pe3yJIbTaThl, HO TAKOU IMPUEM
MOKET IIPUBECTH K YXYAIIEHUI0 CTOUKOCTH OMOMETPHUUECKOTO IMPU3HaKa K ciyduHry (Korja
3JIOYMBIIIUIEHHUK HaMePEeHHO BOCIIPOU3BOAUT YBU/IEHHBIN WM 3alIUCAHHBIN Ha BUEO0 KECT
C IIeJIBIO TPOUTH ayTeHTHdUKAIUIO 32 mosb3oBares). Insa MT/III npoao/KUuTeTbHOCTD JKe-
CTa UMeeT 3HaueHNe, aHAJIOTUYHOe CUJIe HAXKaTUsA Ha IepO B PYKOIIUCHOU MO/IITUCH.

YpoBenb EER 6b11 ntostyuen a1 Bcex BocbMu MT/IIT, BBITTOSTHEHHBIX PA3JTUUYHBIMHU JTIOb-
mu. baza momsrrok MT/III, 1 mporpamma Busyanusanuu EER goctyHa 11 ¢cBOOOIHOTO HC-
I10JIb30BaHUA [13].

BusyasibHBIN aHAIN3 MOJYYEHHBIX TPAGUKOB MO3BOJIWJI HE TOJIBKO BBIJIEJIUTH Hanbosee
3¢ deKTUBHBIE aTOPUTMBI, HO U YOEIUTHCS, UTO MAaTEMATHUYECKOE MOJIEJITMPOBAHUE BHITIOJ-
HEHO B I[€JIOM BEPHO — OTCYTCTBYIOT HEOOBSICHUMbIE BHIOPOCHI MJIM CJIUIIIKOM pe3Kas TMHa-
MuKa paboTel aroputmoB. [losyueHHble rpadUKy SBISAIOTCS OU€Hb IPOCTHIM U 3¢ HEeKTHB-
HBIM CPE/ICTBOM OLIEHUTb BO3MOXKHBIE IIOCJIEZICTBUA B CIydae HEBEPHOI'O YCTAHOBJIEHUA I10-
pora [ KaKI0ro U3 aJilrOPUTMOB.

Uccnenys nomyyueHHbIN rpadudyecknil MaTepua, He CJI0KHO yOeauTes B BAaXKHOCTU BBIOO-
pa kecta /Uil ayreHTUGUKAUU. [[J1 BceX aIrOpUTMOB HAJEXKHOCTh CIIOKOMHOTO IPOCTOTO
’)KecTa HellprueMJIeMo MaJia.

4 BriBOABI

[IpoBoAs aHA/JIM3 HOJYYEHHOTO BU3YaJIbHOTO OTOOpaKeHUSA JUHAMUKH OIIHUOOK, MOXKHO
OTMETHUTh 0COOeHHOCTh PaboThl anropuTMoB DTW /111 MHTEHCUBHOTO U CITOKOMHOTO K€eCTa.
U3 rpadukoB BUAHO, uTO ypoBeHb EER CIIOKOMHOrO KecTa HaXOAUTCA HA MecTe Pe3KOro
cuazia FRR u peskoro nmogpema FAR. Takoe mmoBefeHmne ommOOK MOKET HE TTO3BOJIUTH yCTa-
HOBUTH ITIOPOT HY?KHBIM 00pa30M, TaK Kak JIF00ass HETOYHOCTh BEJIET K PE3KOMY YBEJTMUEHUIO
BEPOSATHOCTH KaKOH JIMOO U3 HUX.



NuTeHCUBHBIN XecT mMeeT ypoBeHb EER B mosoro#t o6sactu rpaddmMKoB, 3TO O3HAYAET,
YTO HeOOJIBIII0E OTKJIOHEHHE OT HJI€JIbHOTO COCTOSTHUS MOKET He CKa3aThCs Ha 00IIeM co-
OTHOIIIEHUU BEPOSTHOCTEH OIMINOOK.

JlaHHBIN aHAJIN3 HABOJUT HAa IIPE/IIIOJIOKEeHNe YTO, IPU JaJIbHENIIIeM YBeJINUeHNU UHTEeH-
CHUBHOCTH »KeCTa CTOUT OXKHAATh PACIIMpEHHs JHala30oHa I0JIOTOH obsiacTu TrpadUKoB,
BHYTpHU KOoTOporo OyzeT jexkaTh EER. Tak kak THTEHCUBHBIN KeCT XapaKTepeH, MpexK/e Bce-
ro, 00BIINM 00BEMOM JTAHHBIX, TO /1 O0JIee COBPEMEHHBIX YCTPOUCTB CIIEIYET KAATh JIyd-
mux pe3ysbraroB B yactu EER. 9To OyzeT BbhI3BaHO yBeSIMUEHNEM UYBCTBUTEJIBHOCTH U CKO-
pocTu paboThl, a BHAYUT U POCTOM 00'beMa JIAaHHBIX, II0JIy4aeMbIX OT HOBBIX aKCEJIEPOMETPOB.

[ToxazaHHbBIE YPOBHU OIINOOK JIOJKHBI OBITH IO/ITBEPK/I€HBI TPAKTUKON HCIOJIH30BAHUSA
METOIUKHU B PEATTBHBIX YCJIOBUSIX C ITOC/IEAYIOIEN 00paboTKON pe3yabTaToB.

ITo pesyspTaTaM JAHHOTO MOJIEJIMPOBAHUS MOKHO IIPEJIIIOJIaraTh, YTO JJI HAJEXKHBIX
(nHTEHCHBHBIX) 3KecTOB ypoBeHb EER 151 6noMmeTpudeckoit cocrasiisaionedt MT/III ue Oyzer
BBIIIIE 0,4 %.

Cpenu ucciielyeMbIx aarOpUTMOB HanboJiee BBITOAHBIMHU, C TOUKU 3PEHUs HAJ€KHOCTH,
JUTs1 00pabOTKU OMOMETPUYECKOTo IIPU3HAKA, ITOJIyYaeMOro Kak 3HauUeHUs IMOKa3aHUM akce-
JIEDOMETPOB, OKAa3aJINCh BapHAHThl AJITOPUTMOB AWHAMHYECKOU TpaHCHOpPMALMU IITKAJIbI
BpemeHn — DTW. DkcrnepuMeHT moKa3asl BBICOKYIO 3aBUCHMOCTD HAJIE3KHOCTH OT CJIOKHOCTH
’kecta (ero MHTEHCHUBHOCTH). DTO MOATBEPK/IaeT HEOOXOAMMOCTh BBOJIUTh OTPAHUYEHUS U
pekoMeHtaruu B mporecce popmupoBanusa MT/III, mo3Bosstoniye n3bexaThb CJUIIKOM IIPO-
CTBIX KecToB. Kpome Toro, 1o aHajoTuM ¢ APYruMU BUJIaMU IOJNUCH, BaXKHYIO poJib OyzeT
UTpaTh MICUXO03MOIMOHAJIPHOE COCTOSHUE UesoBeKa B IIpollecce CO37aHUs MOAINUCH U B MO-
MEHT e€e BOCIIPOU3BeIeHUA [14].

IIpencraBieHHBbIEe B JAHHOU cTaThbe I'padUKU MO3BOJIAIOT HAIJIAJIHO YBUZETh JUHAMUKY
nepepacupeziesieHrs OMMO0K IEPBOTO U BTOPOTO POZia MPU CABUTE IOPOTa cpabaThIBAaHUA.
3HaHUA 3TON JUHAMUKU IO3BOJIAT OOJlee TOYHO HACTPAaUBATh CUCTEMY ayTeHTU(DUKAIUU B
3aBUCHMOCTH OT TOTO KaKyr u3 BeposATHOCcTel omuook (FAR mwiu FRR) HE0OX01mMMO MUHU-
MH3UPOBATh.

s Gosiee mosTHOTO TpeAcTaBiieHus 0 HaaexxkHoctu MT/III ciemyeT mpoBeCcTH HCCIieI0Ba-
HUe MEeTO/IUKM Ha CIyUHT.
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Abstract

Employing multimodal authentication techniques in the mobile applications which use
several interconnected parameters in their operation demands studying them from the point
of view of reliability. One of widespread ways of defining characteristics of such techniques is
defining types I and II errors, and receiving a integrated quality indicator which can be de-
fined upon visualizing type I errors (FRR) and type II errors (FAR).

Joint construction of dependency charts of FRR and FAR on the threshold value is possi-
ble only when using computer modeling and tools of visual analytics allowing to be convinced
of correctness of the drawn conclusions visually. Traditionally for biometric authentication
systems having probability indicators of reliability, the parameter which characterizes the in-
tegrated quality indicator is the equal error rate (EER) which is at the intersection of FRR and
FAR curves.

The given article offers the research which has allowed to compare visually efficiency of a
number of algorithms when carrying out the authentication procedure and to define the most
favorable ones for biometric authentication in mobile applications by means of the in-air sig-
nature mechanism in the context of reliability.

Keywords: in-air signature, MTDS, signature, wearable device, authentication.
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